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PARTNER CONTRACT 

 

1. PARTIES TO THE CONTRACT 

Name of the partner (“Partner”)  

Business ID: 

Address: 

Invoicing address: 

Invoicing reference: 

  

Suomen Tilaajavastuu Oy (“STV”) 

Business ID: FI23273271 

Tarvonsalmenkatu 17 B 

02600 Espoo, Finland   

 

2. CONTACT PERSONS 

Partner: 

Commercial contact person: 

 

Technical contact person: 

 

Person responsible for data protection and information security matters: 

 

Contact details and opening hours of the   

partner’s customer service:  

 

STV: 

Commercial contact person:  Antti-Eemeli J. Mäkinen, director responsible for the partner 

programme,  

antti-eemeli.makinen@tilaajavastuu.fi 

 

Technical contact person:  Jaro Lexmond  

  jaro.lexmond@tilaajavastuu.fi 

 

Data Protection Officer: Saara Rinta-Jouppi (starting on 3 April 2018) 

  tietosuoja@tilaajavastuu.fi 

 

Support services: partnerit@tilaajavastuu.fi  

  Critical problems: +358 600 301 339 (Mon-Fri 8-16 on weekdays) 

  

mailto:antti-eemeli.makinen@tilaajavastuu.fi
mailto:jaro.lexmond@tilaajavastuu.fi
mailto:tietosuoja@tilaajavastuu.fi
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3. SELECTED PARTNER PROGRAMME LEVEL 

At the time this contract is signed, the Partner participates in the partner programme at the following 

level: 

☐ Technology Partner  

(requires that the Partner’s system be audited in order to confirm that it complies with the 

requirements set for contractor’s liability report forwarding services) 

☐Technology Plus  

(requires a report of the management of the Partner’s data protection obligations (Appendix 2) and 

that the Partner’s system be audited in order to confirm that it complies with the requirements set 

for systems processing personal data (Appendix 3)    

☐ SignSpace Partner  

(requires a report of the management of the Partner’s data protection obligations (Appendix 2) and 

that the Partner’s system be audited in order to confirm that it complies with the SignSpace 

requirements and that the special terms and conditions of SignSpace partnership be accepted)   

  

4. APPENDICES 

The following appendices are an inseparable part of this contract: 

1. Terms and conditions of the partner programme 

2. Data protection obligations 

3. Requirements set for the Partner’s system and equipment 

Should there be any discrepancies between this contract and its appendices, the following order of 

validity of the contract documents is applied: 

1. this contract 

2. appendices in the order of their numbering from the lowest sequence number to the highest 

 

5. SIGNATURES 

This contract has been executed in two counterparts, one for each party. 

 

Location:    Location: 

Time:    Time: 

 

Partner:    Suomen Tilaajavastuu Oy 

 

    Lars Albäck, Managing Director 
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APPENDIX 1 TERMS AND CONDITIONS OF THE PARTNER PROGRAMME 

1. PARTIES TO THE CONTRACT 

The parties to this contract are the company or 

community identified in the contract with its 

business code(hereafter “Partner”) and 

Suomen Tilaajavastuu Oy (business code 2327327-

1) www.tilaajavastuu.fi, Tarvonsalmenkatu 17 B, 

02600 Espoo (hereafter ”STV”). 

2. PURPOSE AND SUBJECT OF THE CONTRACT 

By signing this contract, the Partner joins STV’s 

partner programme, the valid contents of which 

can be found on STV’s website at 

https://www.tilaajavastuu.fi/fi/partnerit/.  

3. SERVICES INCLUDED IN THE PARTNER 

PROGRAMME 

The valid contents of STV’s partner programme can 

be found on STV’s website at all times.  

Annual partner programme fees entitle the Partner 

to the services included in the valid partner 

programme and the right to offer to its end 

customer an interface connection to STV’s online 

services subject to the terms and conditions of this 

contract (hereafter “Services”) using a device 

and/or system offered by the Partner and approved 

by STV into the partner programme.  

The partner contract does not give the Partner 

exclusive rights to the use of the interfaces or other 

benefits of the partner programme. 

4. PARTNER PROGRAMME LEVELS 

Within STV’s partner programme, the Partner can 

select any of the partner programme levels 

currently provided by STV whose requirements the 

Partner and the equipment and systems that it 

provides meet in a manner approved by STV. The 

partner programme levels are specified for the first 

time when the partner contract is accepted and 

after that once a year when the partner status is 

confirmed. To maintain the partner level, the 

Partner must comply with all terms and conditions 

of the partner contract and ensure that the systems 

and equipment that it provides comply with the 

valid requirements provided by STV in writing at all 

times. The requirements that are valid at the time 

this contract is signed are described in Appendix 3. 

5. LIABILITIES OF THE PARTNER 

The Partner must ensure that the Partner and its 

end customers only retrieve and use company and 

personal data retrieved from STV through the 

interface for legal purposes that comply with the 

valid terms of use of the Services and the privacy 

notice and will also follow in such retrieval and use 

the valid personal data protection legislation. For 

this reason, the Partner contract will remain valid 

only when the following liabilities are fulfilled: 

5.1 Compliance with the Partner’s own data 

protection liabilities 

The requirement for progressing to the next 

partnership programme level can be the ability of 

the Partner to prove annually that it complies with 

its data protection obligations as described in 

Appendix 2. 

The Partner must without delay notify STV’s data 

protection officer in writing if the Partner considers 

changes in its services of systems in a manner that 

would make Partner an independent controller 

instead of processing personal data on behalf of the 

end customer, which would mean that the Partner 

retrieves personal data from STV for its own use.   

5.2 Contracts signed with the end customer 

Each end customer must have a valid contract with 

STV on all Services provided by STV that the end 

customer uses through the interface by means of 

devices or systems provided by the Partner.  

The Partner must require in the service contract it 

has signed with the end customer that the end 

customer processes the company and personal 

data retrieved from STV only for legal purposes that 

comply with the valid terms and conditions of use 

of the services and the privacy notice and will follow 

the valid personal data protection legislation. 

The Partner must notify STV immediately of any 

observed suspected misuse of STV’s Services.  

5.3 Contact persons responsible for partner 

cooperation 

The Partner must name a commercial contact 

person who is responsible for partner cooperation 

with STV and a person who is responsible for data 

http://www.tilaajavastuu.fi/
https://www.tilaajavastuu.fi/fi/partnerit/
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protection and information security matters within 

the Partner’s organisation. 

5.4 A Reliable Partner 

Participation in the partner programme requires 

that the Partner commits to the general goal of the 

Tilaajavastuu services, which is to combat black 

economy and financial crime and to promote fair 

competition between companies that fulfill their 

statutory obligations in an appropriate manner.  For 

this reason, the Partner must take into use the 

Reliable Partner service and maintain an “OK” 

status within the service at all times. Alternatively, 

the Partner can deliver to STV by some other means 

a report referred to in section 5 of the Act on the 

Contractor's Obligations and Liability when Work is 

Contracted Out at least once in every three months. 

The annual fee of the Reliable Partner service is 

excluded from the annual fee of the partner 

programme.  

5.5 Annual assessment of cooperation and 

examining requirements for extending the contract  

The Partner must renew the partner contract by the 

end of May each year; for the first time the contract 

must be renewed by the end of May in the year 

following the year on which the contract was 

signed. To be able to renew the contract, the 

Partner must provide to STV up-to-date information 

required by the chosen partnership programme 

level in accordance with Appendices 2 and 3, 

answer to STV’s reasonable clarifying questions, 

and meet the requirements of the partner 

programme in STV’s view.    

5.6 Auditing of the Partner’s systems and/or 

equipment 

Signing of the partner contract requires that the 

Partner’s system and/or equipment passes STV’s 

audit inspection. 

The annual renewal of the partner programme 

requires that the system/devices remain 

compatible with STV’s valid auditing requirements 

and the new system versions/devices are audited 

before they are taken into use. 

In addition to auditing any new versions, STV has 

the right to audit the Partner’s devices, systems, 

and services in order to ensure that they comply 

with the contract by notifying the Partner of this in 

writing at least 10 days in advance. The audit can be 

completed by STV’s own expert or an independent 

external auditor who does not compete with the 

Partner and has committed to confidentiality by 

signing a confidentiality agreement. The parties are 

responsible for their own audit expenses. 

5.7 Certification of the Partner’s systems and/or 

equipment 

The Partner can request STV to carry out, subject to 

a separate fee, a certification inspection of the 

Partner’s system and/or device in order to inspect 

their conformity with STV’s valid certification 

requirements. If the system or device meets the 

certification requirements, STV will add the system 

or device on its list of certified systems and devices 

and the Partner can use the certificate granted by 

STV in the marketing of the system/device. 

Certification will remain valid for the maximum 

period of time specified for each system and/or 

device version that has passed the certification 

inspection and only for as long as it remains 

compatible with the valid certification 

requirements. 

6. SUPPORT SERVICES 

STV offers to the Partner a reasonable amount of 

free support in problem situations relating to 

incompatibility of STV’s and Partner’s services. The 

Partner can also order support services that are 

subject to a fee. 

The Partner must offer to its own customers user 

support relating to its own systems, devices, and 

services and to instruct the users to first contact the 

Partner’s customer support. If the problem 

reported by the customer can, based on the 

Partner’s assessment, be linked to STV’s systems or 

data conveyed by STV, the Partner’s contact person 

can request support from STV’s customer service by 

email (partnerit@tilaajavastuu.fi). In critical 

problem situations, in which the use of the Services 

is completely or partly interrupted, the Partner 

must contact STV’s customer service by phone 

(+358 600 301 339).  

If the Partner’s customer contacts STV’s customer 

service directly and STV identifies the customer as 

being the Partner’s customer, and the problem 

situation reported by the customer cannot be 

solved by STV directly, STV will notify the Partner’s 

customer service of the support request and will 

continue to investigate it together with the Partner. 

mailto:partnerit@tilaajavastuu.fi


 
 

5(16) 

 

STV provides support services Mon-Fri 8-16 

excluding public and other holidays. 

7. PARTNER PROGRAMME FEES 

STV invoices the annual partner programme fees in 

advance once a year. STV will not refund any paid 

annual fees or other advance payments if the 

Partner terminates the partner contract to end 

before the paid term has ended. 

Any other feed and expenses will be charged in 

accordance with the partner programme 

description or STV’s valid pricelist. The term of 

payment is 14 days from the date of the invoice for 

all payments. Penalty interest is charged in 

accordance with the Interest Act. 

The annual partner programme fee will be invoiced 

for the first time immediately after this contract has 

been signed and after that once a year during 

January. If the Partner loses its partner status 

during a period that has already been paid for some 

other reason than a breach of the contract by the 

Partner, STV will refund to the Partner the part of 

the paid annual fee that covers the period during 

which the Partner will no longer be included in the 

partner programme. 

8. INTERFACES 

STV will verify the application interfaces (APIs) that 

are available between the Partner’s system and 

STV’s services after the initial audit of the Partner’s 

devices and/or systems and whenever a new 

version has been audited.  

The annual partner programme fee only includes 

the right to use the standard interfaces offered by 

STV at any given time. The use and usage fees of 

other than the standard interfaces must be agreed 

upon separately in writing. 

STV can modify the available API or replace it with 

another one. STV must notify the Partner of any 

planned API changes in advance by email and 

reserve the Partner a reasonably period of time, 

however not less than 90 days, to implement any 

measures that are needed in the Partner’s system 

and/or equipment due to such changes.  

The Partner will be responsible for implementing 

any changes required by API changes in the 

Partner’s own data systems and services and for 

any related expenses. 

9. IMMATERIAL RIGHTS 

STV or its licensors have all copyrights and other 

immaterial rights to STV’s Services and databases 

used in the production of the Services. 

STV or its licensors have all copyrights and other 

immaterial rights to STV’s Services, software and 

databases used in the production of the Services, 

service descriptions, documentation, and 

trademarks. 

The Partner has the right to use in its advertising the 

emblems of STV’s partner programme and other 

trademarks in accordance with the instructions of 

the partner programme description. 

The right of the Partner’s end customer to use 

company and personal data retrieved from STV’s 

Services has been described in the user terms and 

conditions of STV’s Services. Unless otherwise has 

been agreed in writing, the Partner has no right to 

use STV’s Services or company and personal data 

retrieved from the Services for any other purpose 

than to produce the service offered by the Partner 

to its end customers. 

The Partner can provide STV feedback on the 

Services and make development proposals. STV can 

use the improvement and development proposals 

as it sees fit without restrictions. STV always has all 

copyrights and other immaterial rights to the 

results of development work regardless of the 

extent to which the Partner has participated in the 

development work. 

10. RESPONSIBILITIES 

10.1. STV will provide the APIs referred to in this 

contract as they are without any guarantees 

regarding the operation and availability of the 

interfaces, knowledge of the uninterrupted 

availability or correctness of the data conveyed 

through the interfaces. 

10.2 Neither of the parties can be held responsible 

for any indirect damages. Indirect damages include, 

for example, lost profits and damage that is due to 

interrupted operations or services.  The 

compensational liability of the parties to the other 

party under this contract is limited to a sum that 

corresponds to the annual Partner programme fee 

paid by the Partner for the ongoing year excluding 

value added tax. 
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10.3. The limitation of liability specified in section 

10.2 excludes liability under sections 9 (Immaterial 

rights), 11 (Confidentiality) and 14  (Non-

competition obligation) and damage that is caused 

intentionality or through gross negligence. 

11. CONFIDENTIALITY 

The Parties will keep secret any confidential 

information and materials they have received from 

each other and will only use any such confidential 

information for the purpose specified in this 

contract and will not convey confidential 

information to third parties without a prior written 

consent of the party that provided the information. 

The confidentiality obligation will remain valid also 

after the contract has ended until the information 

has become public without the confidentiality 

obligation applied to the said information having 

been violated against.  

Either party can make public cooperation 

conducted under the partner programme in a press 

release, on their own website, or by some other 

means unless the other party has approved the 

contents of such publication in advance in writing.  

12. INFORMATION SECURITY  

Both parties must ensure for their own part that the 

data systems, devices, server environments, 

communications network, service production 

premises and offices that are on their responsibility 

and where company and personal data conveyed by 

SVT is being processed are protected in accordance 

with appropriate information security practices 

against information security risks and that all 

procedures relating to data backups. Neither party 

is responsible for the information security of the 

general communications network nor any related 

disruptions. 

The parties must notify the other party without 

undue delay of any actual and suspected significant 

information security risks and information security 

breaches that they have observed and that 

endanger the services provided by STV or the 

Partner or their use. The parties must take 

immediate action in order to remove or reduce the 

impact of any information security breaches. The 

parties have an obligation to contribute to the 

investigation of information security breaches. 

If SVT suspects for a justified reason that there is a 

critical vulnerability in the API offered by STV or in 

the data system that uses the API or that the 

company or personal data conveyed by STV through 

the API is subject to a serious information security 

risk, STV can discontinue the provision of an existing 

API without notifying the Partner of this in advance 

and without any compensational liability relating to 

the disruption of the use of the interface until it has 

been verified that there is no vulnerability or 

significant information security risk or an observed 

vulnerability or significant information security risk 

has been fixed in a manner approved by STV and 

the Partner. The Partner’s contact person must be 

informed immediately of any interruptions in the 

provision of API.  

13. PERSONAL DATA PROCESSING 

Depending on the register, STV conveys personal 

data to Partner’s end customer either as the 

controller of the register or as a processor of the 

register on behalf of STV that acts as the controller 

of the register. 

The Partner is a processor of personal data who acts 

for and on behalf of its end customer, who is the 

controller. 

The parties must follow all valid legislation in the 

processing of personal data. The personal data 

conveyed by STV to the Partner’s end customer 

must only be used for purposes that comply with 

the valid terms and conditions of use of STV’s 

Services and with the privacy notice. 

  

14. NON-COMPETITION OBLIGATION 

The Partner must not develop, sell, or market, 

during the validity period of this contract, data 

services that compete directly with STV’s company 

data services. Competing activities exclude 

supplementary services that are provided by STV to 

the end customer and are implemented without 

the Partner using a competing company data 

service in the production of the service. 

15. HARDWARE, SOFTWARE, AND CONNECTIONS 

The Partner will be liable for procuring the 

hardware, software and network connections that 

are required to use the service, and for their 

operation and related expenses. The said resources 

must not cause disturbance or other inconvenience 

to the service or other network users. 

16. FORCE MAJEURE SITUATIONS 
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A force majeure situation frees STV from its 

liabilities relating to the service when it prevents or 

unreasonably impedes the performance of the 

service or a part of it. Examples of force majeure 

situations include fire, earthquake, flood, 

explosion, strike and other stoppage of work, 

regulations of public authorities, disruption in the 

energy supply, shortage of raw materials or 

accessories, disruption of cable or other data 

communications caused by or arising from outside 

factors, or other comparable causes that were not 

foreseen and could not reasonably have been 

prepared for in advance. 

Where possible, STV will report any force majeure 

situations on the website of the service 

immediately after it has become aware of the said 

situation. 

17. CHANGES TO THE TERMS AND CONDITIONS 

OF THE CONTRACT 

STV has the right to make changes to these terms 

and conditions by notifying the Partner of the said 

changes no later than 30 days before the change 

will take effect using the e-mail address provided by 

the Partner. 

18. TRANSFERRING THE CONTRACT 

The Partner has no right to transfer this contract to 

a third party without a prior written consent of STV. 

STV has the right to transfer this contract to a third 

party if STV transfers, at the same time, the 

business operations covered by this contract to this 

same third party. The Partner must be informed of 

such a transfer in advance in writing. 

19. TERMINATING THE CONTRACT 

Either party can terminate this contract with 

immediate effect by submitting a written notice to 

the other party if the said other party has 

committed a material breach of the terms and 

conditions of this contract and has failed to correct 

this breach, if it can be corrected, within 30 days 

from the date the party was asked to do so in 

writing. The use of company and personal data 

conveyed by the interface and STV for any other 

purpose than that specified in this contract and 

violations against the non-competition obligations 

specified in section 14 are always considered 

material breaches of the contract. 

20. VALIDITY PERIOD 

This partner contract will remain valid until further 

notice from the date on which STV has signed or 

electronically approved of the contract that has 

previously been signed or electronically approved 

by the Partner. This partner contract replaces all 

previous contracts signed between the parties on 

the use of interfaces offered by STV to the Partner.  

Either party can at any time terminate the contract 

to end subject to a 90 day notice period. If the 

Partner decides to end the contract before the end 

of an already paid contract period, STV has no 

obligation to refund the annual fee or a part of it. 

In addition, STV can terminate the contract with 

immediate effect in the following situations: 

(i) the Partner has failed to pass the annual 

inspection referred to in section 5.6 by 31 May 

and has not presented to STV, within 14 days 

of having been requested by STV to do so, an 

acceptable alternative means to verify that 

company and personal data is being processed 

securely and in accordance with the valid 

legislation in the Partner’s services, devices, 

and systems;   

(ii) the Partner has failed to pay any overdue 

partner programme fees and other invoices 

sent by STV even after the second payment 

reminder; 

(iii) the Partner has neglected its statutory 

obligations so that the Partner’s status within 

the Reliable Partner programme is no longer 

“OK” and the Partner has failed to correct the 

situation within 14 days from having received 

a written notice from STV to do so.  

The other party must be notified of the termination 

in writing e.g. by email. 

21. APPLICABLE LAW AND DISPUTE RESOLUTION 

This Contract is covered by Finnish law. Any 

disputes will primarily be settled through 

negotiations between the Parties within one 

month. Should the Parties fail to reach a settlement 

that satisfies both Parties, the dispute will be 

settled in an accelerated arbitration process by an 

arbitration panel consisting of one arbitrator and in 

accordance with the regulations of the Finnish 

Chamber of Commerce. The arbitration process will 

be organised in Helsinki and the language of the 

process will be Finnish. Evidence presented in 

connection to the arbitration process can be in 

Finnish and/or in English. 
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APPENDIX 2 COMPLYING WITH DATA PROTECTION OBLIGATIONS

Before the partner contract is signed and by 31 May every year, the Partner must demonstrate its 

ability to fulfil its data protection obligations in the following manner: 

 

1. The Partner must submit to STV a written clarification of how the Partner ensures that its 

data protection obligations are fulfilled. Such a clarification can be: 

• a data balance sheet or similar;  

• confirmation of the compliance of the Partner in its operations under the Partner 

contract with the approved code of conduct referred to in Article 40 of the data 

protection regulation; or 

• confirmation of certification referred to in Article 42 of the data protection regulation 

that has been granted to the Partner.  

 

2. The Partner has provided a satisfactory answer to STV’s written questions on how the 

personal data retrieved from STV’s services are being processed in the Partner’s system. 

 

3. The Partner has appointed a contact person that is responsible for data protection and 

information security matters and this contact person has sufficient understanding of the 

valid personal data protection legislation, Partner’s system, and for which purpose 

personal data is being processed in the Partner’s system. 

 

4. The system and/or device version used by the Partner has passed the requirements 

specified in Appendix 3 in the system and/or device audit completed by STV. 
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Appendix 3 Requirements for the Partner system into which personal data is being retrieved from Suomen Tilaajavastuu Oy’s personal data archive 

Version 6 March 2018 

 

1. Systems processing personal and employee data 

# Criteria/control target Requirement/control Verification means Deviations Transition time 

1 There are legal grounds for 
conveying personal data from 
STV’s data archive to Partner’s 
end customer 

The end customer and the role(s) 
of the end customer have been 
identified. 
 
The right of the end customer to 
process personal data has been 
verified. 
 
 
 
 
 
The end customer specifies the 
grounds for processing in 
connection to the interface 
search. 

The end customer must accept STV’s 
terms and conditions of use and at the 
same time verify to STV the grounds of the 
end customer for processing the personal 
data (e.g. the end customer regularly acts 
as the main contractor/main implementer 
at construction sites and retrieves 
information for that purpose). 
 
In connection to the interface search, the 
end customer must provide a customer ID 
and the worksite ID (or a corresponding 
service-specific ID). 

Not permitted Not permitted 

2 The party that received the 
personal data will process it in a 
manner that is legal, 
appropriate, and transparent 
from the data subject’s point of 
view (legality, reasonableness, 
transparency) 

In the terms and conditions of 
use of the system, the use is 
restricted to permitted legal 
purposes. 
 
The end user must ensure that 
the privacy notice or privacy 
policy is available to data subjects 
at all times. 

The terms and conditions of use are 
inspected in connection to audits. 
 
The system supplier offers a privacy 
notice/policy template to its end 
customers. The existence of this template 
and compatibility of its contents with 
STV’s privacy policies are inspected in 
connect to the audit.  
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3 Personal data is processed in 
the Partner’s system in a 
manner that is compatible with 
STV’s privacy notice and terms 
and conditions of use (purpose 
limitation) 

Personal and company data 
provided by STV must only be 
used for the permitted purposes 
listed by STV. In the Partner’s 
system, access to the interface 
must only be provided to end 
customers that fulfil STV’s 
customer criteria and accepts the 
terms and conditions of use of 
STV’s services.  

Functions and terms and conditions of use 
of the Partner’s system and their 
compatibility with the permitted purposes 
are inspected in connection to the system 
audit. 
 
There is an agreed process on how the 
Partner verifies the background of end 
customers and how the end customers 
accept the terms and conditions of use of 
STV’s services.  

  

4 Personal data contained in the 
Partner’s system is appropriate, 
essential, and restricted to that 
is necessary for the purpose 
(minimisation of data) 

Interface searches completed 
from the Partner’s system are not 
used to retrieve data that is not 
needed or for whose retrieval 
there are no legal grounds. 

Functions and purposes of data processing 
are verified in connection to the system 
audit as well as restricting the personal 
data retrieved from STV to data that is 
actually needed by selecting the interface 
search that is best suited to the purpose. 

  

5 The processed personal data 
must be accurate and updated 
where required; 
all reasonable measures must 
be taken 
 to ensure that  
personal data that is inaccurate 
or incorrect the purpose of the 
processing considered are 
deleted or corrected 
immediately (accuracy) 

The Partner and the end 
customer must have agreed on 
the measures taken to correct 
inaccurate or incorrect data by 
instructing the employer 
company to correct any incorrect 
data also by reporting the matter 
to STV’s Ilmoita service and/or to 
Taito Competence Register. 
 
The Partner’s system allows for 
updating data retrieved from STV. 
 
The partner’s system supports 
the use of the Valtti card 

Operating instructions or similar user 
instructions of the system are inspected in 
connection to the audit. 
 
The operation of data update searches is 
inspected. 
 
 
 
 
It is verified that the revocation lists are 
retrieved and that e.g. the access control 
system recognises Valtti cards that are on 
the revocation list. 
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revocation list (and other similar 
revocation lists).  

6 Personal data is only stored for 
as long as is required by the 
purpose (storage time 
restriction) 

There are instructions regarding 
the storage times of personal 
data and the system includes 
tools for recognizsing when the 
statutory minimum storage time 
has ended and for removing 
personal data that no longer have 
grounds for processing. 

Compatibility of instructions on storage 
times with STV’s list of permitted purposes 
is inspected in connection to the audit. 
Existence of a function that allows for 
deleting personal data that is no longer 
needed is verified in connection to the 
audit.  

Worksite-specific 
personal registers 
that are covered by 
the notification 
obligation in the 
construction 
industry: the 
minimum storage 
time required by law 
ends on 31 
December 2020 at 
the earliest. 

The function 
enabling mass 
erasure of worksite 
register data must 
be in operation by 
31 December 2020. 

7. Personal data must be 
processed in a manner  
that ensures the appropriate 
security of the data 
 including protection against 
unauthorised and illegal 
processing and accidental 
 erasure, destruction, and 
damaging by means of 
appropriate technical or 
organisatory measures 
(“integrity and confidentiality”). 

The Partner or its system/service 
has ISO 27001 certification or the 
Partner’s system meets the 
minimum requirements specified 
below. 

The validity of the ISO 27001 certification 
and compliance with sections 7.1-7.6 will 
be verified in connection to the audit. 

  

7.1 Identification of the user System users (end customer 
company and user) must be 
verified at the minimum through 
a username and a (strong) 
password. No shared usernames 
must be used within the system. 
 

User identification and password practices 
will be inspected during the audit.  
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Administration rights have been 
implemented to that the persons 
carrying out administration tasks 
are identified. 

7.2 User authorisation 
management 

The system enables restriction of 
user rights based on the user 
group or users’ work tasks for 
example so that supervisors only 
have access to data relating to 
their own worksite. 
 
Main user and administrator 
rights are only granted and used 
to solve exceptional situations 
and to carry out administration 
tasks.  
 
Main users/administrators can 
only access data relating to their 
own organisation. 
 
The service provider of the entire 
system has the right to inspect in 
error situations data of the 
organisation for which the service 
provider provides services. 

Inspected in connection to system audits.   

7.3 Log data The system maintains a 
sufficiently detailed use log of the 
retrieval, processing, and further 
conveyance of personal data to 
enable the Partner’s end 
customer to reply to data 

Inspected in connection to system audits.   
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requests submitted by data 
subjects. 
 
Actions of main 
users/administrators are entered 
into a log. 
Log data is stored for the 
minimum of two years. It must be 
possible to retrieve the log data 
for regular monitoring and 
supervision (e.g. in order to 
inspect whether personal data of 
persons that are not included on 
the employee report of the 
Finnish Tax Administration have 
been searched). 

7.4 Session time out The Partner’s system has 
automatic session time out. 

Inspected in connection to system audits.   

7.5 Encryption of data transfers The transfer of (personal) data 
between devices and the 
Partner’s system and in the used 
interface searches is protected in 
an appropriate manner observing 
the technology used at any given 
time. 

Inspected in connection to the system 
audit (e.g. validity of certificates). 

  

7.6 Use of STV’s APIs The partner system uses 
interfaces in accordance with 
STV’s interface instructions and 
observing e.g. requirements set 
for the purpose limitation of 
personal data processing and 
minimisation of data. 

Compliance with instructions is inspected 
in connection to the system audit. 
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7.6 Application security and privacy 
by design 

A clarification on how security 
threats and risks have been 
identified and observed in 
application development 

System architect is interviewed in 
connection to the system audit and/or 
system documentation and the supplier’s 
quality and data protection processes are 
studied.  
Data protection testing and audit reports 
of the system are inspected. 

  

7.6 Monitoring abnormal activities The system must include a 
procedure that enables observing 
unauthorised use and 
unauthorised access attempts.  
 

The measures taken to monitor abnormal 
activities, past observations, and 
development ideas are investigated in 
connection tot he system audit. 

  

 

2. Retrieval of contractor’s liability reports through the interface (includes personal data of the target company’s management) 

# Criteria/control target Requirement/control Verification means Deviations Transition time 

1. The Partner must not create its 
own independent register of 
the contractor’s liability reports 

All contractor’s liability reports are 
not searched for through the 
interface. 

Inspected in connection to the system 
audit. 

  

2. Old contractor’s liability reports 
retrieved by another user 
company must nor be retrieved 
retroactively from the Partner’s 
system 
(reliability of the system) 

Each user company only retrieves 
contractor’s liability reports for 
their own use and can only access 
contractor’s liability reports they 
have retrieved themselves. 

Inspected in connection to the system 
audit. 

  

3. The Partner’s end customer has 
a legal purpose for the reports 

The user company has been 
identified The report searches 
made by the company are 
recorded. Log data is stored for 
the minimum of two years. 
 
 

The operation and terms and conditions of 
use of the system will be inspected in 
connection to the system audit. 
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The user company and its users 
are located within the European 
Economic Area and will use the 
contractor’s liability reports for 
legal purposes only. If the user 
company is located outside the 
European Economic Area, the 
Partner must ensure that the user 
company has such business 
operations within the European 
Economic Area that the company 
has legal grounds for receiving the 
data (e.g. the company acts in 
Finland as a client referred to in 
the Act on the Contractor's 
Obligations and Liability when 
Work is Contracted Out).  

 

3. The use of images or other data retrieved from STV as a biometric ID and processing of other data included in special categories of personal data 

# Criteria/control target Requirement/control Verification means Deviations Transition time 

1. Legal grounds for processing 
the biometric ID or other data 
in special categories of data has 
been verified 

Images received from STV must 
not be used as a biometric ID 
unless the legality of processing 
has been verified. 

Clarification on when there are direct 
grounds for using the data based on law 
and when the use is based on the consent 
of the data subject. Clarification on how 
the consent is obtained. 

  

2. The controller (Partner’s 
customer) and the processor 
(the Partner) have implemented 
the appropriate and special 
measures in order to protect 
the rights of data subjects 

The controller and the processor 
must comply with Article 9 of the 
data protection regulation and 
section 6 of the Data Protection 
Act. 

Clarification on how the appropriate and 
special measures have been implemented: 
1) measures that can be used afterwards 

to ensure and verify who has saved, 
modified, or transferred personal data; 

2) measures that enhance the skills of 
staff processing personal data; 
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3) appointing a data protection officer; 
4) internal measures of the controller and 

the processor that aim to prevent 
access to personal data; 

5) pseudonymisation of personal data; 
6) encryption of personal data; 
7) measures that ensure the continuous 

confidentiality, integrity, availability, 
and fault tolerance of processing 
systems and services relating to 
personal data processing, including the 
ability to restore availability of and 
access to data in the event of a 
physical or technical error; 

8) a procedure that is use regularly to 
test, examine, and assess the efficiency 
of technical and organisatory measures 
in order to ensure the security of data 
processing; 

9) special codes of conduct that ensures 
compliance with the data protection 
regulation and this law when personal 
data is transferred or processed for 
some other purpose; 

10) preparing a data protection impact 
assessment referred to in Article 35 of 
the data protection regulation; 

11) other technical, procedural, and 
organisatory measures. 
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